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The Problem

Modern offensive assumptions:
® Processes

e Ports

¢ Root

e Filesystems

These fail on mainframes.
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Exposure Is Session-Based (VTAM)
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Security decisions are distributed across
Subsystems, not centralized in the kernel.
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v CONTROL PLANES

TS0 RACF JES

CICS/KICKS

Session establishment and terminal
binding. Exposure is session-based, not
port-based.

Interactive identity binding. All
commands, dataset access, and job
submissions inherit this RACF context.
Not a shell. Not a process environment.

Continuous authorization engine.
Access decisions are made per
resource, before execution.

Deferred execution broker. Work is
gueued, scheduled, and executed later
under the submitter’s identity.

Transaction control plane. Users invoke
business logic, not programs, with
authorization enforced at the
transaction level.




Mainframe Control Planes & Deferred Execution
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MVS 3.8j Turnkey system. This is a free, open-source mainframe 0S running on Hexcules
emulator.



This Is Not a Server

User Session SESSION
e No shell model

e No process ownership B VTAM ERVA Y, AUTHENTICATION

e Security decisions outside the kernel
TSO EEiSE AUTHORIZATION

RACF — RACF AUTHORIZATION

JES - JES EXECUTION

CICS TRANSACTIONS

MVS Kernel

Security decisions are distributed across subsystems,
not centralized in the kernel.




Attack Paths
Follow Control
Planes, Not Hosts

Modern attackers don’t move
process-to-process.

On mainframes, movement
happens by changing control
context.

Real Attack Movement Model:

1. Session - Identity (VTAM -> TSO)
Enumerate reachable APPLIDs (TSO, CICS, IMS)
Identify valid user IDs via response behavior
Session binding becomes the initial foothold

2. Identity - Authority (TSO - RACF)
Weak group membership

Over-broad dataset profiles

Excessive program execution rights

Privilege is profile-based, not account-based

3. Authority - Execution (TSO - JES)
Submit jobs that run later

Execution persists after logout

Job runs with submitter identity

Deferred execution = delayed privilege abuse

4. Execution - Persistence (JES / Started Tasks)
Modify PROCLIB or system datasets

Abuse long-lived address spaces

Change batch workflows instead of processes

5. Business Impact (CICS / Transactions)

¢ Invoke high-privilege transactions



Attack Reality: Mainframe Intrusions Follow Control
Planes

Modern model: scan = exploit = shell - escalate

Mainframe progression:

VTAM — session access

TSO — identity binding

RACF — authority expansion

JES — deferred privileged execution

CICS — business transaction impact

Attackers move through control planes, not privilege levels




User Cared TSO Submit )
TN3270 Enum Access Login JCL Priv Exec

* Initial access rarely requires
exploitation

Rea | iSt i C E nt ry * Shared orreused TSO credentials

* Exposed TN3270 access
Pat h e Vendor or service accounts
e Web or middleware trust chains

* Sequence: VTAM - TSO - JES -
delayed execution

*  Access now, impact later under system
context



Operational Reality

No traditional EDR or endpoint visibility

Limited system telemetry outside subsystem logs
Execution occurs outside interactive sessions (JES / batch)
Minimal real-time monitoring of user activity

Logging fragmented across subsystems (TSO, RACF, JES, CICS)
Long-lived address spaces reduce behavioral context

Security visibility depends on configuration, not defaults

Operational opacity to modern SOC tooling



The Assessment Gap

Modern offensive assumptions drive assessments
* Processes, ports, root, filesystem

e These models do not map to mainframe architecture

e Real exposure lives in subsystems and control planes



Platform
Overview

Local-first
assessment
platform

Control-plane
analysis

Offline Al

reasoning
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Test & Report

localhost:3270 [ Disconnect |

Methodology

The Coxe Problem

Connected

localhost:3270

Mainframes are assessed using incorrect 0S assumptions. Failures are methodological, not
technical. Exploits are rarely required when authority is misunderstood.

Mainframe is not a server. It is a federation of subsystems where security decisions occur outside the

kernel. Modern assessors import assumptions from Unix and cloud that do not apply. The result:

critical exposure is missed not because testers lack skill, but because they apply the wrong model.

Broken Assumptions

5 assumptions modern assessors import that do not apply to Mainframe:

TEST AND
REPORT
\Yi[eYe [B11=

TSO user enumeration
VTAM exposure discovery



IBM Mainframe AI Assistant ® Chat @ Terminal ® Agents ® RAG

aooooan LLM: Connected MODEL: 1lama3.1:8b TN3270: localhost:3270 AGENT: General Assistant RAG: 3 sources

SYSTEM

IBM Mainframe AI Assistant Ready

I can help you with:

- ABEND codes and error analysis
- JCL generation and debugging

- COBOL, REXX, and Assembler

- TSO/ISPF and CICS navigation

- Live 3270 terminal control

Connected RAG Sources: Mainframe Documentation, ABEND Codes, JCL Templates

Type /connect localhost:3270 toconnectto MVS, or click the Terminal tab.

e Control-plane mapping

AI SC reen e Authority implications
Analysis

> CONNECTION STATUS

Ollama
Model
TN3270

Host

> ACTIVE AGENT

Name

Mode

> RAG SOURCES

Mainframe Docs
ABEND Codes

JCL Templates

ONLINE

llama3.1:8b

ONLINE

localhost:3270

General

Conversational

ACTIVE

ACTIVE



No lab selected Red Team Tutor

«~ Back - Analyze

Red Team Tutor

TN32760 TERMINAL localhost:3270

Session Stack Walkthrough

Hercules Version : 4.9.1.0-SDL

Walk the VTAM -> TSO -> ISPF layers Tine 4722516 Welcome to Red Team Tutor
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JES output, logs)

screen or error

TK3 created by Volker Bandke volker@bandke.org

TK4- update by Juergen Winkelmann juergen.winkelmann@pebble-beach.ch I
Dataset Enumeration TK5 update by Rob Prins prin0096@gmail.com ENGAGEMENT CHECKL LLS
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MVS 3.8j Level 8505 external targets PF7/PF8 to page
_ > Evidence: note steps, panels, > Uppercase matters in TSO and
Logon ===>

TSO User Enumeration

Discover valid TSO userids through

logon response analysis.

JCL Security Analysis

RUNNING TKS

timestamps

Minimize: change nothing
unless instructed

Exit: document findings and
clean up

Red Team Guided Workflow

* Step-by-step assessment

dataset names

> JES output appears after job
completes

> ISPF panels may hide
commands in line 1

* Corrects modern assumptions



SECURITY LABS

Security Labs

LOAD DEMO GRAPH TRUST GRAPH -

Session Stack Walkthrough

Walk the VTAM -> TSO -> ISPF layers and learn where trust

boundaries shift

Dataset Enumeration

Discover and catalog datasets to map the system's data

landscape

Hidden Field Detection

Identify non-display fields that may contain sensitive data or

bypass controls.

MVS IPL & System Operations
IPL the MVS system, start VTAM/TSO, submit jobs, manage
JES2 queues, display system status, and perform a clean

shutdown. Every command documented with mental models.

Batch Execution Basics

Submit a simple job and map the JCL -> JES -> program

execution chain,

TSO User Enumeration

Discover valid TSO userids through logon response analysis.

SDSF Job Inspection
Use SDSF

examine running jobs, output, and system activity

COBOL Compile & Run on MVS

Create a COBOL program using RPF, write JCL, submit the job

and view output. Every command and JCL parameter

documented with mental models

Offline deterministic scenarios

RACF Authorization Model

Understand how RACF enforces access control on datasets,

progre

, and resources.

JCL Security Analysis

Analyze JCL for security implications and privilege escalation
paths.

CICS Transaction Enumeration

Discover valid CICS transactions and understand the transaction

security mod

MVS 3.8] Command Reference

Comprehensive reference for Hercules, MVS operator, JES2
TSO, RPF, and JCL commands — with mental models explaining
what each command does and why.
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. JCL User's Gu

Redbooks, ABENDs, JCL patterns



EntryPoint
Panel

CICSRegion

Transaction
Job

Proc
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M Program
B Dataset
M Loadlib
m

ReturnCode
QUERIES

Paths to Job Submit
Library Load Chain
Shared Datasets
Boundary Crossings
ABEND Chains
Dataset Conflicts
Loadlib Hotspots
Dataset Fan-out
Job-Program Chains

Orphan Datasets

Trust Graph

TSO_LOGON
TEST.DATA.FI

. ISPF_PRIMARY
DEM0J0B .

0000
SYS1.LINKLIB PROD.DATA.FI

CICS_LOGON

ISPF_EDIT

PAYROLL

PAVRNI 11

IEBGENER . PAY1 .

SDSF CICSPROD

CEMT

Select a node to view details

INGEST DATA

JCL ox SYSOUT here

a
FINDING DRAFT

Finding title

No finding generated yet.

QUERY RESULTS

Run a query to see results

* Users, jobs, datasets, relationships



| Why Traditional Security Fails

Modern Tools Assume:

e Hosts and processes

e Real-time execution

e Endpoint telemetry

e Continuous session context

* Mainframe Reality:

e o Session-based exposure
(VTAM)

o |dentity-bound execution

e o Deferred batch processing
(JES)

» o Security enforced by
subsystems

e o Limited runtime visibility



* Repeatable
mainframe recon

e Automated control-
plane findings What This

Enables



 Mapped to F1-F5
e Subsystem context
 Defensive impact

Finding
Model



. * Mainframes are not legacy
I h I S * They are misunderstood
e Visibility changes outcomes



* Opensource
e Local-first
e Offensive practitioner focused

Release



IELGENENR

* Stop thinking in hosts
* Think in control planes
* |dentity and execution define risk
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